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data for 1997.ihere were 1.082 establishments in this category that operated for the entive year."" Of
these. 987 had employment of under 500. and 52 establishments had employment of 500 1o 999.

153.  Flectronic Capacitor Manufacturing. These establishments manufacture “electronic
fixed and variable capacitors and condensers.” ™" The SBA has developed a small business size standard
forthis catesory of manufacturing: that size standard is 500 or fewer employees.”™" According (o Census
Bureau data for 1997. there were 128 establishments in this category that operated for the entire year."™
Of these. 121 had employment of under 500. and four establishments had emplovment of 500 to 999.

154.  Electronic Resistor Manufacturing. These establishments manufacture “electronic
resistors. such as fixed and variable resistors. resistor netwaorks. thermistors. and varistors.™'* The SBA
has developed a small business size standard for this category of manufacturing: that size standard is 500
or fewer employees.”™' According to Census Bureau data for 1997. there were 118 establishments in this
category that operated for the entire vear.!'® Of these. 113 had employment of under 500. and 5
establishments had employment of 500 to 999.

155, Elecrronic Coil. Transformer. and Other Inducior Manufaciuring. These establishments
manufacture “electronic inductors. such as coils and transformers.”™'" The SBA has developed a small
business size siandard for this category of manufacturing: that size standard is 500 or fewer employees.*™®
Accoi-ding to Census Bureau data for 1997. there were 338 establishments in this category that opei-ated
for the entire year."™ Of these. 446 had employment of under 500, and two establishments had
employment of 500 10 999.

156.  Elecrronic Connector Manujucturing. These establishments manufacture "electronic
connectors. such as coaxial. cylindrical. rack and panel. pin and sleeve. printed circuit and fiber optic.""""
The SBA has developed a small business size standard for this category of manufacturing: that size
standai-d is 500 or fewer employees.™ According to Census Bureau data for 1997. there were 347

“%13.8. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. "*Semiconductor and Related
Device Manufacturing .” Table 4. NAICS code 334413 (issued July 1999).

118, Census Bureau. "*2002 NAICS Definitions: 334414 Electronic Capacitor Manufacturing™ (Feb. 2004)
<WWW.CENSUS. GOV

#2 13C.F.R. § 121.201, NAICS code 334414.

1.8, Census Bureau, 1997 Economic Census. Industry Series: Manufacturing. "Electronic Capacitor

Manufacturing." Table 4. NAICS code 334414 (issued July 1999).

“141.8. Census Bureau, "2002 NAICS Definitions: 334415 Electronic Resistor Manufacturing' (Feb. 2004)
<WWW.CENSLS. SOV,

315 13C.F.R. § 121.201. NAICS code 334413,

418 1.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. ""Electronic Resistor
Manufacturing.” Table 4. NAICS code 334415 (issued Aug. 1999).

417 11.8. Census Bureau. "2002 NAICS Definitions: 334416 Electronic Coil. Transformer. and Other Inductor
Manufacturing (Feb. 2004) <www.census.govs.

118 13C.F.R.§ 121.20]. NAICS code 334416.

419

U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. “Electronic Coil. Transformer
and Other Inductor Manufacturing.” Table 4, NAICS code 334416 (issued Aug. 1999).

U8, Census Bureaw. 2002 NAICS Definitions: 334417 Electronic Connector Manufacturing™ (Feh. 2004,
SWWW CETISUS. BONVD,

TUIACEFR 120201 NAICS code 334417
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establishments in this category that operated for the entire year.™ ® Of these. 332 had employment of
under 500. and 12 estakblishments had employment of 500 io 999.

157.  Prinied Circuit Assembly (Electronic Assembiy) Manufaciuring. These ai€
establishments **pi-imarily engaged in loading components onto printed circuit boards or who manufacture
and ship loaded printed circuit boards.™** The SBA has developed a small business size standard for this
category of manufacturing: that size standard is 500 or fewer employees.”™ According to Census Bureau
data for 1997.there were 714 establishments in this category that operated for the entire year.*> Of these.
673 had employment of under 5. and 24 establishments had employment of 500 to 999.

158.  Orhrr Electronic Component Manufaenring. These are establishments "'pi-imarily
engaged in loading components onto printed circuit boards or who manufacture and ship loaded printed
circuit boards. ™ The SBA has developed a small business size standard for this category of
manufacturing: that size standard is 500 or fewer employees.*”’ According t¢ Census Bureau data for
1997. there were 1,835 establishments in this category that operated for the entire year."™ Of these. 1.814
had employment of under 500. and IS establishments had employment of S0 to 999.

159, Computer Storage Device Manujaciuring.  These establishments manufacture “computes
storage devices that allow the storage and retrieval of data from a phase change. magnetic. optical. or
magnetic/optical media.*** The SBA has developed a small business size standard for this category of
manufacturing; that size standard is 1.000 or fewer employees.* According to Census Bureau data for
1997. there were 209 establishments in this category that operated for the entire year."™ Of these, 197
had employment of under 500. and eight establishments had employment of 50010 999.

D. Description of Projected Reporting, Recordkeeping and Other Compliance
Requirements

160.  We are requiring telecommunications carriers and providers of interconnected VolP
service to collect cenain information and take other actions to comply with our rules regarding the use of
CPNI. Forexample. carriers must have an officer, as an agent of the carrier, sign and file with the
Commission a compliance certificate on an annual basis stating that the officer has personal knowledge

22 1.8. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing, ""Electronic Connector
Manufacturing,”* Table 4, NAICS code 334417 (issued July 1999).

“1.8. Census Bureau. ""2002 NAICS Definitions: 334418 Printed Circuit Assembly (Electronic Assembly)
Manufacturing™ (Feh. 2004} <www.census.gov>,

#2412 CF.R. § 121.201, NAICS code 334418

“** 1.8, Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. *“Printed Circuit Assembly

(Electronic Assembly) Manufacturing.” Table 4. NAICS code 334418 (issued Sept. 1999).

26 1.8, Census Bureau. ""2002 NAICS Definitions: 3344 19 Other Electronic Component Manufacturing (Feh
2004) <www.census.gavs,

713 CF.R. § 121.201. NAICS code 334419.

“** U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacluring.“Other Electronic Component
Manufacturing." Table 4. NAICS code 334419 (issued Aug. 1999).

27 U.S. Census Bureau. 2002 NAICS Definitions: 334112 Computer Storage Device Manufacturing” (Feb, 2004)
<W\K’V\".CEHSUS.§0\’>.
A CFR. § 121.200. NAICS code 334112

FILLS. Census Bureau. 1997 Economic Census. Industry Series: Manutacturing. “Computer Storzge et ice
Munutacturing.” Table 4. NAICS code 334112 rued Jus 1999y,
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that the carrer has established procedures that are adequate to ensure compliance with the CPNI rules.*™
The carrier mus: also provide @ siatement accompanying the certificate explalnlng how its operating
procedures ensure that it isor is not in compliance with the CPNI rules.™ Funher. the carrier must
include an explanation of any actions taken against data brokers and a summary of all consumer
complaints received in the pasi year concerning the unauthorized release of CPNI. . Additionally,
carriers must obtain opt-in approval before sharing CPNI with their joint venture partners or independent
contractors for the purposes of marketing communications-related services to customers.*> Also. carriers
are required to mainiain a record of any discovered breaches. notifications to the United States Secret
Sri-vice (USSS)and the Federal Bureau of Investigation (FBI)regarding those breaches. as well as the
USSS and FBI response to those notifications for a period of at least two years.”

161, We also impose other requirements on telecommunications carriers and providers of
imerconnected VolP service. Specifically. the Order prohibits carriers from releasing call detail
information over the phone during customer-initiated telephone calls except by those methods provided
for in the Order.™ The Order also requires. with the exception of carriers that are small businesses. that a
carrier not permit customers to gain access to an online account without first properly authenticating the
customer and. for subsequent access. without a customer passward or response 10 @ hack-up
authentication method for lost or forgotten passwords. neither of which may be based on a carrier prompt
for readily available hiographical information. or account information.** For the rules perlaining to
online carrier authentication. we provide carriers that satisfy the definition of a “small entlty ora “small
business concern* undei-the RFA or SBA an additional six months to implement these rules.”

162.  The Order also requires that carriers notify customers through a carrier-oi-iginated
voicemail or text message to the telephone number of record. or by mail or email to the address of record
whenever a passwaord, customer response to a back-up means of authentication for losi or foi-gotten
passwoi-ds. online account. or address of record is created or changed.“” Funher. the Order requires that
carriermotify the USSS and the FBI no fater than seven days after a reasonable determination of a CPNI
breach.

E Steps Taken to Minimize Significant Economic Impact on Small Entities, and
Significant Alternatives Considered

163. The RFA requires an agency to describe any significant alternatives that it has considered
in reaching its proposed approach. which may include (among others) the following four alternatives:
(1) the establishment of differing compliance or reporting requirements or timetables that take into
account the resources available to small entities; (2) the clarification, consolidation, or simplification of
compliance or reponing requirements under the rule for small entities; (3) the use of performance, rather

%2 see Order at paras. 51-53.
“* See id.at para. 51.

“ See id.

% See id. ai paras. 37-50.
** See id. at paras. 26-32.

7 See id. ai paras. 13-23,

¥ See id. at paras. 20-22,

" See id. i para. 61

o

Sec id. 31 para. 24.

EES PN .
U Sec dd. al paras. 26-26.
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than desien. standards: and (4) an exemption from coverage of the rule. or any part thereof. for small
S AdD
entities.

164.  The notices invited comment on a number of issues related to small entities. For
example. the Commission sought commem on the effect the various proposals described in the EPIC
CPNI Notice will have on small entities. and on what effect alternative rules would have on those
entities.** Additionally. the Commission invited comment on ways in which the Commission can
achieve its goal of protecting consumers while at the same time impose minimal burdens on small
telecommunications seivice providers.** With respect to any of the Commission consumer protection
regulations already in place. the Commission sought comment on whether it has adopted any provicinns
for small entities that the Commission should similtarly consider in this proceeding? Specifically. it
invited comment on whether the problems identified by EPIC were better or worse at smaller carriers. ™’
The Commission invited comment on whether mall carriers should be exempt from password-related
security procedures to protect CPN1.**® The Commission invited comment on the benefits and bur ns of
recording audit trails for the disclosure of CPNI on small carriers.*’ The Commission invited con .aent
on whether requiring a small carrier to encrypt its stored data would he unduly burdensome.*** The
Commission solicited comment on the cost to a small carrier of notifying a customer upon release of
CPN1L*® The Commission sought comment on whether the Commission should amend its rules to
require can-iers to file annual certifications concerning CPNI and whether this requirement should extend
to only telecommunications carriers that are not small telephone companies as defined by the Small
Business Administration. and whether small carriers should be subject to diffevent CPNI-related
obligations.*”

165.  The Commission has considered each of the alternatives described above. and in today’s
Order. imposes minimal regulation on small entities to the extent consistent with its goal of ensuring tizat
carriers and providers of interconnected VoIP sei-vice protect against the unauthorized release of CPNI.
Specifically. the Commission extended the implementation date for the rules pertaining to online
authentication by six months so that small businesses will have additional lime to come into compliance
with the Order's rules.*”’

166. However, as stated above, we must assess the interests of small businesses in light of the
overriding public interest of protecting against the unlawful release of CPNI. The Order discusses that
CPNI is made up of very personal data.*” Therefore, the Commission concluded that it was important for
all telecommunications carriers and providers of interconnected VoIP service, including small businesses.
to comply with the rules the Commission adopts in this Order six months after the Order's effective date
or on receipt of OMB approval, as required by the Paperwork Reduction Act. whichever is later. For

“25US.C. § 603(c).

4% See Notice. 21 FCC Red at 1787-89. 1790-91, 1793, paras. 11. 12. 16. 18. 19. 23. 29. 30.
4 See id. at 1793, para. 30.

% See id. at 1787-88. para. 1l

4® See id. at 1789. para. 16.

“7 See id. at 1790. para. I8.

4% See id. at 1790. para. 19.

Y Sec id. at 1791, para. 23

B See id. at V193, paras. 2930,

! See Order at para. 61

J45l .
Seeepid, al para. 5
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example. the Commission concluded that carriers and providers of interconnected VolP service must stop
releasing call detail information based on customer-initiated telephone calls except by those methods
provided forin the Order. Additionally, the Commission concluded that it was important for a/!
telecommunications carriers and providers of interconnected VelP service to report breaches of CPNI
data to {aw enforcement. The Commission therefore rejecied solutions that would exempt small
businesses. The record indicated that exempting small carriers from these regulations would compromise
the Commission's goal of protecting all Americans from the unauthorized release of CPNI.

167. Report lo Congress: The Commission will send a copy of the Ordei-. including this
FRFA. in a report to be sent to Congi-ess and the Government Accountability Office pursuant to the
Congressional Review Act.™" In addition. the Commission will send a copy of the Oi-der. including this
FRFA. to the Chief Counsel foi- Advocacy of the SBA. A copy of the Ordei-and FRFA (or summaries
thereof) will also be published in the Federal Register. ™

T See SUS.C. 8 RO IHAY
2 Gee A US.C § 604 by
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Appendix D

Initial Regulatory Flexibility Analysis

168.  Asrequired by the Regulatory Flexibility Act of 1980.as amended (RFA)™" the
Commission has prepared the present Initial Regulatory Flexibility Analysis (IRFA) of the possible
significant economic impact on small entities that might result from this Further Notice. Writen public
comments are requested on this IRFA. Comments must be identified as responses to the IRFA and must
he filed by the deadlines for comments on the Further Notice provided above. The Commission will send
a copy of the Further Notice. including this IRFA. to the Chief Counsel for Advocacy of the Small
Business Administration.™™ In addition. the Further Notice and the IRFA (or summaries thereof) will be
published in the Federal Register. ™"

A Need for, and Objectives of. the Proposed Rules

169.  In the Further Notice. we seek comment on what steps the Commission should take. if
any. to expand its CPNI rules further. and whether it should expand the consumer protections to ensure
that customer information and CPNI are protected in the context of mobile communications devices. In
particular. we seek comment on whether the Commission should adopt anv further carrier requirgments to
protect CPNI. including password pi-otection. audit trails. physical security. and limits on data
retention.”" Further. we seek comment on what methods carriers currently use. if any. for erasing
customer information on mobile equipment prior to refurbishing the equipment, and the extent ta which
carriers enabie customers to permanentlv erase their personal information prior to discarding the
device."™ We also seek comment on whether the Commission should require carriers or manufacturers to
permanently erase. or allow customers to permanently erase. customer information in such
circumstances.*®® For each of these issues. we seek comment on the burdens. including those placed on
small carriers. associated with corresponding Commission rules related to each issue.” ™'

B. Legal Basis

170.  The legal basis for any action that may be taken pursuant to this Further Notice is
contained in sections 1, 4(3), 4(j), and 222 of the Communications Act of 1934, as amended, 47 U.S.C. §§
151, 154(i)-(j), 222.

C. Description and Estimate of the Number of Small Entities to Which the Proposed
Rules May Apply

171.  The RFA directs agencies to provide a description of and. where feasible, an estimate of
the number of small entities that may be affected by the proposed rules.** The RFA generally defines the

5 See 5 U.S.C.§ 603. The WA. see 5 U.S.C.§§ 601-12. has been amended by the Small Business Regulatory
Enforcement Fairness Act of 1996(SBREFA). Pub. L. No. 104-121. TitleI!. 110 Stat. 857 (1996).

“* See 5 U.S.C.§ 603(a).

7 See 5 U.S.C.§ 603(a).

“%8 see Further Notice at paras. 68-70.
™ See id. a1 para.72.

00 Seed.

1 See id. at paras. 68-72

RSO RS 6033 0d1a K 3,
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term *'small entity™* as having the same meaning as the terms ""small business.” “small organization." and
"*'small governmemtal jurisdiction.””""" In addition. the term "'small business" has the Same meaning as the
term "*small business concern** under the Small Business Act™" A small business concern is one Which:
(1) 1s independenily owned arid operated: (2) is not dominant in its field of operation: and (3) satisfies any
additional criteria established by the Small Business Administration (SBA}.**

172, Small Businesses. Nationwide. there ai-e a total of approximately 22.4 million small
businesses. according 1o SBA data.™

173, Small Organizarions. Nationwide. there ai-e approximately 1.6 million small
organizations.*”’

174.  Small Govermmental Jurisdictions. The term “small governmental jurisdiction™ is
defined generally as ""governments of cities. towns. townships. villages. school districts. or special
districts. with a population of less than fifty thousand.”™®* Census Bureau data for 2002 indicate that there
were 87.525 local governmental jurisdictions in the United Siates.*® We estimate that. of this total.
84.377 entities were " smallgovernmental jurisdictions.™*"" Thus. we estimate that most governmental
jurisdictions are small.

1. Telecommunications Service Entities
a. Wireline Carriers and Service Providers

175.  We have included small incumbent local exchange carriers in this present RFA analysis.
As noted above. a ""small business" under the RFA is one that. inter aliu. meets the pertinent small
business size standard (e¢.g.. a telephone communications business having 1.500 or fewer employees). and
"isnot dominant in its field of operation." """ The SBA"s Office of Advocacy contends that, for RFA
purposes, small incumbent local exchange carriers ai-e nor dominant in their field of operation because
any such dominance is not "*national* in scope.*”> We have therefore included small incumbent local

435 U.S.C. 9601(6).

%4 5 U.S.C. § 601(3) (incorporating by reference the definition of “small business concern” in the Small Business
Act, 15 U.S.C. § 632). Pursuant to & U.S.C. § 601(3), the statutory definition of a small business applies ""unless an
agency. after consultation with the Office of Advocacy of the Small Business Administration and after opportunity
for public comment. establishes one or more definitions of such terms which are appropriate to the activities of the
agency and publishes such definitions(s) in the Federal Register.”

4315 US.C. § 632.

% See SBA. Programs and Services. SBA Pamphlet No. CO-0028. at page 40 (July 2002).

*7 Independent Sector. The New Nonprofit Almanac & Desk Reference (2002).

8 5 U.S.C. § 601(5).

“9.8. Census Bureau. Statistical Abstract of the United States: 2(K16. Section &. page 272. Table 415.

“*We assume that the villages. school districts. and special districts are small. and total 48558. See U.S. Census
Bureau. Statistical Abstract 01 the United Slates: 2006. section 8. page 273. Table 4 17. For 2002. Census Bureau
data indicate that the 1otal number of county. municipal. and tewnship governments nationwide was 38.967. of
which 35.8 19 were small. /d.

“115U.8.C.§ 632

2 Letter fram Jere W. Glover. Chief Counsel for Advocacy . SBA. 10 William E. Kennard. Chairman. FCC (Mas
27%. 19993 The Smnll Business Act contains o definition oF “small-business comeern.” which the RFA meorporates
into ils own definition of “small business.” See |5 US.CO8 63 Za i Smadl Business Actr S U.S.C § 601(3) (RFA).
teontinued...
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exchange carriers in this RFA analvsis. although we emphasize that this RFA action has no effect on
Commission analyses and determinations in other. non-RFA contexts.

176.  Incumbeni Local Exchange Carriers (LECs) Neither the Commission nor the SBA has
developed a small business size standai-d specifically for incumbent local exchange services. The
appropriate size standard under SBA rules is for the category Wired Telecommunications Carriers. Under
that size standard. such a business is small if it has 1.500 or feweremployees.473 According to
Commission data’™* 1.303 carriers have reponed that they are engaged in the provision of incumbent
local exchange services. Of these 1.303 carriers. an estimated 1.020 have [.500 or fewer employees and
283 have mol-e than 1.500 employees. Consequently. the Commission estimates that most providers of
incumbent local exchange service are small businesses that may be affected by our action.

177.  Competitive Local Exchange Carriers, Comperitive Access Providers (CAPs). “Shared-
Tenant Service Providers, - urid ~Orher Local Service Providers. - Neither the Commission nor the SBA
has developed a small business size standard specifically for these service pi-oviders. The appropriate size
standard under SBA rules is for the category Wired Telecommunications Carriers. Under that size
standard. such a business ix small if it has 1.500 or fewer emplovees.*”™ According to Commission
data.*™® 769 carriers have reported that they are engaged in the provision of either competitive access
provider services or competifive local exchange carrier services. Of these 769 carriers. an estimated 676
have 1.500 or fewer employees and 93 have more than 1.500 employees. In addition. 12 carriers have
reported that they are “Shared-Tenant Service Providers.” and all 12 are estimated lo have 1,500¢r fewer
employees. In addition. 39 carriers have reported that they are ""OtherLocal Service Providers." Of the
39. an estimated 38 have |.500 or fewer employees and one has more than 1.500employees.
Consequently. the Commission estimates that most pi-oviders of competitive local exchange service.
competitive access providers. '*Shared-Tenant Service Providers.” and "Other Local Service Providers"
are small entities that may be affected by our action.

178.  Local Resellers. The SBA has developed a small business size standard for the category
of Telecommunications Resellers. Under that size standard, such a business is small if it has 1,500 or
fewer employees.”” According to Commission data.*™ 143 carriers have reported that they are engaged
in the provision of local resale services. Of these, an estimated 141 have 1,500 or fewer employees and
two have more than 1,500 employees. Consequently. the Commission estimates that the majority of local
resellers are small entities that may be affected by our action.

179.  Toll Resellers. The SBA has developed a small business size standard for the category of
Telecommunications Resellers. Under that size standard, such a business is small if it has 1,500 or fewer
employees.*” According to Commission data?"* 770 carriers have reported that they are engaged in the

(...continued from previous page)
SBA regulations interpret "*small business concern'*to include the concept of dominance on a national basis. See 13
C.F.R.§ 121.102(b).

2 13C.F.R. § 121.201. NAICS code517110 (changed from 513310 in Oct. 2002).

“* FCC. Wireline Competition Bureau. Industry Analysis and Technology Division. ""Trends in Telephone Service'
at Table5.3. page 5-5 (April 2005) (" Trendsin Telephone Service™). This source uses data that are current as of
Oclober . 2004,

™13 C.F.R. § 121.201. NAICS code 517110 (changed from 513310 in Ocl. 2002).
™ Trends in Telephone Service™ at Table 5.3.
T I3CFR § 121,201 NAICS code 517310 changed from 313330 Oct, 2002),
" ~Trends in Tefephone Service™ ar Tuble 5.3,

TUACER§ 121200 NAICS code 317310 (changed irom £13330 10 01 2002,
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provision of toll resale sei-vices. Of these. an estimated 747 have 1.500 or fewer employees and 23 have
more than | 500 employees. Consequently. the Commission estimates that the majority of toll resellers
are small entities that may be affected by our action.

180.  Pavphone Service Providers (PSPs). Neither the Commission not- the SBA has
developed a small businesz -ize standard specifically for payphone servicesproviders. Ti:c appropriate
size standai-d under SBA ruies is for the category Wired Telecommunications Carriers. Under that size
standard. such a business is small if it has 1.500 or fewer employees.”' According to Commission
data.*™ 613 carriers have reported that they are engaged in the pi-ovision of payphone services. Of these.
an estimated 609 have 1.500 or fewer employees and four have mol-e than 1.500 employees.
Consequently. the Commission estimates that the majority of payphone service providers are small
entities that may be affected by our action.

181.  Imterexchange Carriers (1XCs). Neither the Commission nor the SBA has developed a
small business size standard specifically for providers of interexchange services. The appropriate size
standard under SBA rules is for the category Wired Telecommunications Carriers. Under that size
standard. such a business is small if it has 1.500 or fewer employees.™ According to Commission
data,*™ 316 carriers have reported that they are engaged in the provision of interexchange service. Of
these. an estimated 292 have 1.500or fewer employees and 24 have more than 1.500 employees.
Consequently. the Commission estimates that the majority of IXCs are small entities that may be affected
by our action.

182.  Operator Service Providers (OSPs). Neither the Commission nor the SBA has developed
a small business size standard specifically for operator service providers. The appropriate size standard
under SBA rules is for the category Wired Telecommunications Carriers. Under that size standard. such a
business is small if it has 1.500 or fewer employees.”® According to Commission data.*™ 23 carriers
have reported that they are engaged in the provision of operator services. Of these. an estimated 20 have
1,500 or fewer employees and three have mol-e than 1.500 employees. Consequently. the Commission
estimates that the majority of OSPs are small entities that may be affected by our action.

183.  Prepaid Calling Card Providers. Neither the Commission nor the SBA has developed a
small business size standard specifically for prepaid calling card providers. The appropriate size standard
under SBA rules is for the category Telecommunications Resellers. Under that size standard, such a
business is small if it has 1,500 or fewer employees.*®” According to Commission data,”® 89 carriers
have reported that they are engaged in the provision of prepaid calling cards. Of these, 88 are estimated
to have 1,5000r fewer employees and one has more than 1,500employees. Consequently, the

(...continued from previous page)
480 *"Trends in Telephone Service' at Table 5.3

“ 13C.F.R.§ 121.201. NAICS code 517110 (changed from 513310 in Oct, 2002).
“2 "Trends in Telephone Service"at Table 5.3.
13 CF.R. § 121.201. NAICS code 517110 (changed from 513310 in Oct. 2002).
““ " Trends in Telephone Service™ ar Table 5.3
13 C.FR. § 121.201. NAICS code 517110 ichanged from 513310 in Oct. 2002).
** "Trends in Telephone Service™ at Tuble 5.3
A CER. § 121201 NAICS code 5173140 (changed from 513330 in Qci. 20021,

T rends in Telephone Service™ at Tabie 5.5
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Commission estimates that all or the majority of prepaid calling card providers are small entities that may
be affected by our action.

184, 800 and 86O-Like Service Subscribers.™ Neither the Commission nor the SBA has
developed a small business size standard specifically far 800 and 800-like service (*'toll free™)
subscribers. The appropriate size standard under SBA rules is for the category Telecommunications
Resellers. Under that size standard. such a business is small if it has 1.500 or fewer employees.** The
most rehable source of information regarding the number of these sei-vice subscribel-s appears lo be data
the Commission collects on the 800. 888. and 877 numbers in use.""  According to our data. at the end of
January. 1999.the number of 800 numbers assipned was 7.692.955: the number of 888 numbers assigned
was 7.706.393: and the number of 877 numbers assigned was 1.946.538. We do not have data specifying
the number of these subscribers that are not independently ewned and operated or have more than 1.500
employees. and thus are unable at this time to estimate with greater precision the number of toll free
subscribers that would qualify as small businesses under the SBA size standard. Consequently. we
estimate that there are 7.692.955 or fewer small entity 800 subscribers: 7.706.393 or fewer small entity
888 subscribers: and 1.946.538 or fewer small entity 877 subscribers.

h International Service Providers

185.  The Commission has not developed a small business size standard specifically for
providers of international service. The appropriate size standards under SBA rules are for the two broad
census categories of "*Satellite Telecommunications™ and "*Other Telecommunications.” Under both
categories. such a business is small if it has $12.5 million or less in average annual receipts.*”

186.  The first categary 0f Satellite Telecammunications **comprises establishments primarily
engaged in providing point-to-point telecommunications sei-vices to other establishments in the
telecommunications and broadcasting industries by forwarding and receiving communications signals via
a system of satellites or reselling satellite telecommunications.” " For this category, Census Bureau data
for 2002 show that there were a total of 371 firms that operated for the entire year." 4 Of this total, 307
firms had annual receipts of under $10 million, and 26 firms had receipts of $10 million to
$24,999,999.** Consequently, we estimate that the majority of Satellite Telecommunications firms are
small entities that might be affected by our action.

187.  The second category of Other Telecommunications **comprises establishments primarily
engaged in (1) providing specialized telecommunications applications. such as satellite tracking,
communications telemetry, and radar station operations; or (2) providing satellite terminal stations and
associated facilities operationally connected with one or more terrestrial communications systems and

82 We include all toll-free number subscribers in this category. including those for 888 numbers.
“% 13C.F.R.§ 121.201. NAICS code 517310 (changed from 513330 in Oct. 2002).

41 see FCC. Common Carrier Bureau. Industry Analysis Division. Srudy on Telephone Tiends. Tables 21.2. 21.3.
and 21.4(Feb. 1999).

213 C.F.R.§ 121.201. NAICS codes 517410 and 517910,

% U.S. Census Bureau. 20102 NAICS Definitions: 5 17410 Satellite Telecommunications” { www.census.gov..
visited Feb. 2006).

.8, Census Bureau. 2012 Ecopomic Census. Subject Series: Information. “Tstablishment and Firm Sire
dncluding Legal Form of Organization).” Table 4. NAICS code 517410 tissued Now. 2005).

L Anadditionad 38 firms had annual receipts of 525 miklion o more,
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capable of transmitting telecommunications to Or receiving telecommunications from satellite systems.
For this category, Census Bureau data for 2002 show that there were a total of 332 firms that operated for
the entire vear, " Of this total. 259 firms had annual receipts of under $10 million and 15 firms had
annual receipts of $10 million to $24.999.999.*™ Consequently. we estimate that the majority of Other
Telecommunications firms are small entities that might be affected by our action.

C. Wireless Telecommunications Service Providers

188.  Below. for those services subject to auctions. we note that. as a general matter. the
number of winning bidders that qualify as small businesses at the close of an auction does not necessarily
represent the number of small businesses currently in sei-vice. Also. the Commission does not Senel-ally
track subsequent husiness size unless. in the context of assignments or transfers. unjust enrichment issues
are implicated.

189.  Wireless Service Providers. The SBA has developed a small business size standard for
wireless firms within the two broad economic census categaries of “Paging™" and **Cellularand Other
Wireless Telecommunications.™" Under both SBA categories. 3 wireless business is small if it has 1.500
or fewer employees. For the census category of Paging. Census Bureau data for 2002 show that there
were 807 firms in this category that operated for the entire year.""' Of this total. 804 firms had
employment of 999 or fewer employees. and three firms had employment of 1.000employees or more.”*?
Thus. under this category and associated small business size standard. the majority of firms can be
considered small. For the census category of Cellular and Other Wireless Telecommunications, Census
Bureau data for 2002 show that there were 1.397 firms in this category that operated for the entire year?"*
Of this total. 1.378 firms had employment of 999 or fewer employees. and 19 firms had employment of
[.000 employees or more.™ Thus. under this second category and size standard. the majority of firms
can. again. be considered small.

190. Cellular Licensees. The SBA has developed a small business size standard for wireless
firms within the broad economic census category **Cellular and Other Wireless Telecommunications.”™"
Under this SBA category. a wireless business is small if it has 1,500 or fewer employees. For the census
category of Cellularand Other Wireless Telecommunications, Census Bureau data for 2002 show that

“%61).8. Census Bureau. "'2002 NAICS Definitions: 517910 Other Telecommunications'" (www.census.gov. Visited
Feb. 2006).

47 U'S. Census Bureau, 2002 Economic Census. Subject Series: Information. *"Establishment and Firm Size
(Including Legal Form of Organization)." Table 4. NAICS code 517910 (issued Nov. 2005).

B 14, An additional 14 firms had annual receipts of $25 million or more.
** 13C.F.R. § 121.201, NAICS code 513321 (changed to 517211 in October 2¢:02).
013 C.F.R. § 121.201. NAICS code 513322 (changed to 517212 in October 2002).

%t U.S. Census Bureau. 2002 Economic Census. Subject Series: "'Information." Table 5. Employment Size of Firms
for the United States: 2002. NAICS code 517211 (issued November 2005).

* 4. The census data do not provide a more precise estimate of the number of firms that have employment of

1.500 or fewer employees: the largest category provided is firms with "*1000 employees or more.""

RIK

U.8. Census Bureau. 2002 Econamic Census. Subject Series: “Information.” Table 5. Emplayment Sire of Firms
far the United Slates: 2002. NAICS code & 17212 (issued November 2008).

"M td. The census data da not provide o more precise esiimate of the nUMbEr of firms that have employ ment of
L300 or fewer emplovees: the fargest cotegory provided 1« tirms with = 1000 emplovees or more.”

~

1A CFR S 121201 NAICS code 513322 (changed 10 517212 in October 204025,
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there were 1,397 firms in this category that operated for the entire year™™  Of this total. 1.378 firms ked
employment of 995 or fewer emplovees. and 19 firms had employment of 1.300 employees or more:

Thus. under this category and size standard. the great majority offirms can be considered small. Also.
according to Commission data. 437 carriers reported that they wei-€ engaged in the provision of cellular
service. Personal Communications Sei-vice (PCS), or Specialized Mobile Radio (SMR) Telephony

services. which are placed together in the data.™™ We have estimated that 260 of these are small. under
the SBA small business size standard.””

191, Commen Carrier Faging. The SBA has developed a smali business size standard for
wireless firms within the broad economic census category. *"Cellularand Other Wireless
Telecommunications.'™ =  Undrr this SBA calegory. a wireless business is small if it has 1.500 or fewer
employees. For the census category of Paging. Census Burcau data for 2002 show that there wei-e 807
firms in this category that operated for the entire year.”* Of this tatal. 804 firms had employment of 999
or fewer employees. and three firms had employment of 1.000 employees or more.*™ Thus, under this
category and associated small business size standard. the majority of firms can be considered small. In
the Paging Third Report and Order. we developed a small business size standard for ““small businesses™*
and ""very small businesse<™ for purposes of detesmining their eligibility for special provisions such as
bidding credits and installment payments.”™ A *‘small business'* is an entity that. together with its
affiliates and controlling principals. has average gross revenues not exceeding $15 million for the
preceding three years. Additionally. a ""very small business" is an entity that. together with its affiliates
and controlling principals. has average gross revenues that ate not more than $3 million for the preceding
three years.”'* The SBA has approved these small business size standards.””” An auction of Metropolitan
Economic Area licenses commenced on February 24. 2000. and closed on March 2. 2000.°'® Of the 985
licenses auctioned. 440 were sold. Fifty-seven companies claiming small business status won. Also.
according io Commission data. 375 carriers repoi-led that they were engaged in the provision of paging

3%e 11,8, Census Bureau. 2002 Economic Census. Subject Series: "Information."* Table 5. Employment Size of Firms
for the United States: 2002. NAICS code 517212 (issued November 2005).

%7 1d. The census data do not provide a more precise estimate of the number of firms that have employment of
1.500 or fewer employees: the largest category provided is firms with 1003} employees or more."*

%% Trends in Telephone Service.. at Table 5.3.

* 1d.

1% 13C.F.R. § 121.201. NAICS code 513322 (changed to 517212 in October 2002)

MY US. Census Bureau. 2(X)2 Economic Census. Subject Series: ""Information.” Table 5. Employment Size of Firms
for the United Slates: 2002, NAICS code 51721 1 (issued November 2005).

12 1d. The census data do not provide a more precise estimate of the number of firms that have employment of

1.500 or fewer employees: the largest category provided is firms with "*1000 employees or more.™

'* Amendment of Part 90 of the Comimission’s Rules to Provide for the Use of the 220-222 MHz Bund by the Privare
Land Mobile Radio Service. PR Docket No. 89-552. Third Report and Order and Fifth Notice of Proposed
Rulemaking. 12 FCC Red 10943, 11068-70. paras. 291-295. 62 FR 16004 (Apr. 3. 1997).

% See Letter to Amy Zoslov. Chief. Auctions and Industry Analysis Division. Wireless Telecommunications
Bureau. FCC. from A. Alvarez. Administrator. SBA (Dec. 7. 1998) (SBA Dec. 2. 1998 Letier).

Y Revision of Part 22 and Part YO of the Commission’s Rudes to Facilitate Futire Development of Paging Svsients.
Memorandum Opinion and Ordes on Reconsideration and Third Report and Order. 14 FCC Red 10030, paras. 98-
107 (1999,

ML TO0RS. para. 98
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and messaging services." Of those. we estimate that 370 are small. under the SBA-approved small
business size standard.™®

192, Wireless Telephony. Wireless telephony includes cellular. personal communications
services (PCS). and specialized mobile radio (SMR) telephony carriers. As noted earlier. the SBA has
developed a small business size standard for **Cellularand Other Wireless Telecommunications™
services.”” Under that SBA sniall husiness size standard. a business is small if it has 1.500 or fewer
employees.'?  According to Commission data. 44.5 carriers reponed that they were engaged in the

pi-ovision of wireless telephony.”™* We have estimated that 245 of these are small under the SBA small
business size standard.

193, Broadband Personal Communicarions Service. The broadband Personal
Communications Service (PCS) spectrum is divided into six frequency blocks designated A through F,
and the Commission has held auctions for each block. The Commission defined **small entity** for Blocks
C and F as an entity that has average gross revenues of $40 million or less in the three previous calendar
years.""? For Block F. an additional classification for *"very small husiness” was added and is defined as
an entity that. together with it< affiliates. has average gross revenues of not more than $15 million for the
preceding three calendar years."""™ These standards defining "*small entity" in the context of broadband
PCS auctions have heen approved by the SBA.™ No small businesses. within the SBA-approved small
business size standards bid successfully for licenses in Blocks A and B. There were 90 winning bidders
that qualified as small entities in the Block C auctions. A total of 93 small and very small business
bidders won approximately 40 percent of the 1,479 licenses for Blocks D, E. and ¥.*** On March 23,
1999.the Commission re-auctioned 347 C. D. E. and F Block licenses. There were 48 small business
winning bidders. On January 26. 2001. the Commission completed the auction of 422 C and F
Broadband PCS licenses in Auction No. 35. Of the 35 winning bidders in this auction. 29 qualified as
"'small™ or ""very small'* businesses. Subsequent events. concerning Auction 35. includingjudicial and
agency determinations. resulted in a total of 163 C and F Block licenses being available for grant.

194. Narrowband Personal Communications Services. To date. two auctions of narrowband
personal communications services (PCS) licenses have been conducted. For purposes of the two auctions
that have already been held, ""small businesses' were entities with average gross revenues for the prior

three calendar years of $40 million or less. Through these auctions, the Commission has awarded a total
of 41 licenses, out of which 11 were obtained by small businesses. To ensure meaningful participation of

*17 “Trends in Telephone Serviceat Table 5.3

518 Id.

1 13CF.R. § 121.201. NAICS c0de513322 (changed to 517212 in Ociober 2002).
520 Id.

*2' "Trends in Telephone Service™ at Table 5.3

52 See Amendment of Parrs 20 and 24 of the Commission's Rules - Broadband PCS Competitive Bidding and the

Commercial Mobile Radio Service Spectrum Cap. WT Docket No. 96-59. Report and Order. 11 FCC Red 7824. 61
FR 33859 (July 1. 1996)¢PCS Of-der)see also 47 C.F.R. § 24.720(b).

*¥ See PCS Order. || FCC Red 7824

"M See. e.g.. Implemeniation of Section 30%) of the Communications Act - Competitive Bidding. PP Docket No. 93-
253. Fifth Repost and Order. Y FCC Red 5332, 59 FR 37566 ¢July 22. 1994).

** FCC New. Broadband PCS. D. E and F Block Auction Cioses. Nev, 71744 trel. Jan. 14. 1997): see also
Amendment of the Commixsion's Rules Regarding Insialiment Pavinemt Financing for Personal Conununications
Services (PCS) Licenses. WT Docket No. 97-82. Second Report and Older. 12 FOC Red 16436, 62 FR 55348 1Ot
24, 1997,
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<mall business entities in future auctions. the Cammission has adopted a two-tiered small business size
standard in the Narrowband PCS Second Report and Order™™ A “small business” is an entily that.
tagether with affiliates and controliing inferests. has average gross revenues for the three preceding years
of not more than $4C¢ million. A ““very small business” is an entity that. together with affiliates and
contralling interests. has average gross revenues for the three precedmg years of not more than $15
million. The SBA has approved these small business size standards.”™" In the future. the Commission
will auctien 459 licenses to serve Metropolitan Trading Areas (MTAs) and 408 response channel licenses.
There is also one megahertz of narrowhand PCS spectrum that has been held in reserve and that the
Commission has not vet decided to release for licensing. The Commission cannot predict accurately the
number of licenses that will be awarded to small entities in future auctions. However. foul-of the 16
winning bidders in the 1wo previous narrowband PCS auctions were small businesses. as that term was
defined. The Commission assumes. for purposes of this analysis that a large portion of the remaining
narrowband PCS licenses will be awarded 1o small entities. The Commission also assumes that at least
some small businesses will acquire narrowband PCS licenses by means of the Commission’s partitioning
and disaggregation rules.

195 Rural Radioreiephone Service. The Commission has not adopted a size standard for
small businesses specific to the Rural Radiotelephone Service.** A significant subset of the Rural
Radiotelephone Service is the Basic Exchange Telephone Radio Sysiem (BETRS).™ The Commission
uses the SBA’s small business size standard applicable to “Cellular and Other Wireless
Telecommunications.” i.e.. an entity employing no mol-e than 1.500 persons.”™ There are approximately
1.000 licensees in the Rural Radiotelephone Service. and the Commission estimates that there are 1,000
or fewer small entity licensees in the Rural Radiotelephone Service that may be affected by the rules and
policies adopted herein.

196. Air-Gl-owid Radiorelephone Service. The Commission has not adopted a small business
size standard specific to the Air-Gl-ound Radiotelephone Service.”” We will use SBA’s small business
size standard applicable to “Cellular and Other Wireless Telecommunications.” i.e.. an entity employing
no more than 1,500 persons?””  There are approximately 100 licensees in the Air-Ground Radiotelephone
Service, and we estimate that almost all of them qualify as small under the SBA small business size
standard.

197.  Offshore Radiotelephone Service. This service operates on several UHF television
broadcast channels that are not used for television broadcasting in the coastal areas of states bordering the
Gulf of Mexico?” There are presently approximately 55 licensees in this service. We are unable lo
estimate at this time the number of licensees that would qualify as small under the SBA’s small business

2% Amendment of ihe Commission‘s Rules 10 Establish New Personal Communications Services. Narrowband PCS,
Docket No. ET 92-100. Docket No. PP 93-253. Second Report and Order and Second Further Notice of Proposed
Rulemaking. 15 FCC Red 10456. 65 FR 35875 (June 6.2000).

27 See SBA Dec. 2. 1998 Letler.

328 The service is defined in section 22.99 of the Commission’s Rules. 47 C.F.R. § 22.99.

9 BETRS is defined in sections 22.757 and 22.759 of the Commission’s Rules. 47 C.F.R. §§ 22.757 and 22.759.
13 CFR. §121.205. NAICS code 517212.

 The service is defined in section 22.99 of the Commission’s Rulew. 37 CF.R. § 22.99.

“TIACER. § 121,201, NAICS codes 517212

TThis servive is governed by Subpart Tot Part 22 of the Commission’s rules. Sec 47 CR 8§ 227001-22 1037

39
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size standard for ""Cellularand Other Wireless Telecommunications™ services.” Under that SBA small
husiness Size standard. a business is small if it has 1.500 or fewer employees. ™ ®

2. Cable and OVS Operators

198, Cable und Oilier Program Distribution. This category includes cable systems operators,
closed circuit television services. direct broadcast satellite services. multipoint distribution systems,
satellite master antenna systems. and subscription television services. The SBA has developed small
husiness size standard for this census category. which includes all such companies generating $12.5
million or less in revenue annually.™* According to Census Bureau data for 2002, there were a total of
1191 firms in this category that operated for the entire year.™ Of this total. 1.087 firms had annual
receipts of under $10 million. and 43 firms had receipts of $10 million or more but less than $25
million?*" Consequently. the Commission estimates that the majority of providers in this service
category are small businesses that may be affected by the rules and policies adopted herein.

199.  Cable Svstem Operators. The Commission has developed its own small business size
standards for cable system operators. for purposes of rate regulation. Under the Commission’s rules. a
"'small cable company""is one serving fewer than 400.000 subscribers nationwide?"" In addition. a "'small
system” is a system serving 15.000 or fewer subscribers.™™*

200.  Cable Svstem Operators (Telecom Act Standard). The Communications Act of 1934, as
amended. also contains a size standard for small cable system operators. which is "'a cable operator that,
directly or through an affiliate. serves in the aggregate fewer than | pet-cent of all subscribers in the
United States and is not affiliated with any entity or entities whose gross annual revenues in the aggregate
exceed $250.000.000.™" The Commission has determined that there are approximately 67.700.000
subscribers in the United States.™” Therefoi-e. an operator serving fewer than 677.000 subscribers shall
be deemed a small operator. if its annual revenues. when combined with the total annual revenues of all
its affiliates. do not exceed $250 million in the aggregate.™" Based on available data. the Commission
estimates that the number of cable operators serving 677,000 subscribers or fewer. totals 1.450. The
Commission neither requests nor collects information on whether cable system operators are affiliated

13 C.F.R. § 121.201. NAICS code 513322 (changed to 517212 in October 2002).
535 id.

% 13C.F.R. § 121.201.North American Industry Classification System (NAICS) code 513220 (changedto 517510
in October 2002).

*¥7US. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4. Receipts Size of Firms for the
United States: 2002, NAICS code 517510 (issued November 2005).

**¥1d. An additional 61 firms had annual receipts of $25 million or more.

"9 47 CF.R.§ 76.901(c). The Commission determined that this size standard equates approximately to a size
standard of $100 million or less in annual revenues. /mplementation of Sections of the 1992 Cable Act: Rare
Regulation, Sixth Report and Order and Eleventh Order on Reconsideration. 10 FCC Red 7393.7408 11995).

3047 C.F.R. § 76.901(c).
M47 US.C. & 543(m)2): see 47 C.F.R.§ 76.901(1) A an. |-

™ See Public Notice. FCC Annennices New Subscriber Comnt for the Definition of Small Cabile Operaior. DA
01-158 (Cable Services Bureau. Jun. 24, 20011

4T CFR. § 76.901d).
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with entities whose gross annual revenues exceed $250 million.™ and therefore is unable. at this time. to
estimate more accurately the number of cable system operators that weuld qualify as small cable
operators under the size standard contained in the Communications Act of 1934.

201.  Open Video Services. Open Video Service (OVS)systems provide subscription
services.* The SBA has created a small business size standard for Cable and Other Pi-ofram
Distribution.>® This standard provides that a small entity is one with $12.5 million or less in annual
receipts. The Commission has certified approximately 25 OVS operators to sei-ve 75 areas. and some of
these are currently providiny service.”™* Affiliates of Residential Communications Network. Inc. (RCN)
received approval to operate OVS systems in New York City. Boston. Washington. [>.C., and other areas.
RCN has sufficient irevenues to assure that they do not qualify as a small business entity. Little financial
information is available for the other entities that are authorized to provide OVS and ai-e not yet
operational. Given that some entities authorized to provide OVS service have not yel begun to generate
revenues. the Commission concludes that up to 24 OVS operators (those remaining) might qualify as
small businesses that may be affected by the rules and policies adopted herein.

3. Internet Service Providers

202. Iniernei Service Providers. The SBA has developed a small business size standard for
Intel-net Service Praviders (1SPs). 1SPs “provide clients access to the Iniernet and generally provide
related services such as web hosting. web page designing. and hardware or software consulting related to
Internet connectivity.”™ Under the SBA size standard. such a business is small if it has average annual
receipts of $21 million or less.™* According to Census Bureau data for 2002. there wete 2.529 firms in
this category that operated for the entire year.™ Of these. 2.437 firms had annual receipts of under $10
million. and 47 firms had receipts of $10 million or more but less then $25 million.>”' Consequently, we
estimate that the majority of these firms are small entities that may be affected by our action.

203.  AllOther Information Services. ""This industry comprises establishments primarily
engaged in providing other information services (except new syndicates and libraries and archives).”**'
The SBA has developed a small business size standard for this category: that size standard is $6 million
or less in average annual receipts.”™ According to Census Bureau data for 1997, there were 195 firms in

%% The Commission does receive such informationon a case-by-case basis if a cable operator appeals a local
franchise authority's finding that the operator does not qualify as a small cable operator pursuant to & 76.901(f) of
the Commission's rules. See 47 C.F.R. § 76.909(b}.

"' See 47 U.S.C. § 373,
%4 13C.F.R.§ 121.201, NAICS code 513220 (changed to 517510 in October 2002).
547

See <htip:/fwww.fee.govicsblovs/esovscer.html> (currentas of March 2002).

348 1.8, Census Bureau. ""2002 NAICS Definitions: 51811 | Internet Service Providers' (Feh. 2004)
<WWW.CENSUS. OV,

" 13C.F.R.§ 121.201. NAICS code 518111 (changed frompreviouscode 514191. “On-Line Information
Services." in Oct. 2002).

0 U.S. Census Bureau. 2002 Economic Census. Subject Series: Information. Table 4. Receipts Size of Firms for
the United Slates: 2002. NAICS code 518111 (issued November 2005).

' 4. An additional 45 firms had annual receipts of $25 million or more.

LS. Census Bureau. =2002 NAICS Definitions: 519190 All Other Information Seryices™ (Teb. 206041
<CWWW.CENSUA. 0OV

TUIACER. Y 121200 NAICS code 319190 (changed from 514199 in Oct. 2002
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this category that operated for the entire year.”™ Of these. 172 had annual receipts of under $5 million.
and an additional nine firms had receipts of between $5 million and $9.999.999. Consequently. we
estimate that the majority of these firms are small entities that may be affected by our action.

4. Equipment Manufacturers

204, Wireless Communicarions Equipment Manufacturers. The SBA has established a small
business size standard for Radio and Television Broadcasting and Wireless Communications Equipment
Manufaciuring. Examples of pi-oducts in this category include **transmitting and receiving antennas.
cable welevision equipment. GPS equipment. pagers, cellular phones. mobile communications equipment.
and radio and television studio and broadcasting equipment™*** and may include other devices that
transmit and receive [IP-enabled sei-vices. such as personal digital assistants (PDAs). Under the SBA size
standard, firms are considered small if they have 7.50 or fewer employees.™ *  Accoi-ding to Census
Bureau data for 1997.there were 1.215 establishment?"" in this category that operated for the entire
year.™™® Of those. there were 1.150 that had employment of under 300. and an additional 37 that had
employment of 500to 999. The percentage of wireless equipment manufacturers in this category was
approximately 61.35% . so we estimate that the numher of wireless equipment manufacturers with
employment of under 500 was actually closer to 706, with and additional 23 establishments having
employment of between 5(H) and 999. Consequently. we estimate that the majority of wireless
communications equipment manufacturers are small entities that may be affected by our action.

205.  Telephone Apparatus Manufacturing. This category ""comprisesestablishments primarily
engaged primarily in manufacturing wire telephone and data communications equipment.”™** Examples
of pertinent pi-oducts are “central office switching equipment. cordless telephones (except cellular). PBX
equipment. telephones. telephone answering machines. and data communications equipment. such as
bridges. routers. and gateways."""" The SBA has developed a smali business size standard for this
category of manufacturing: that size standard is | OW or fewer f:mp]oyees.ﬁ63 According to Census

554

U.S. Census Bureau. 1997 Economic Census. Subject Series: Information. ""Establishment and Firm Size
(Including Legal Form of Organization).” Table 4. NAICS code 514199 (issued Oct. 2000). This category was
created for the 2002 Economic Census by taking a portion of the superseded 1997 category, ""All Other Information
Services." NAICS code 514199. The data cited in the text above are derived from the superseded category.

%35 Office of Management and Budget. North American Industry Classification System 308-09 (1997) (NAICS code
334220).

"t 13C.F.R. § 121.201. NAICS code 334220.

7 The number of "establishments" is a less helpful indicator of small business prevalence in this context than would
be the number of **firms™ or **companies." because the latter take into account the concept of common ownership or
control. Any single physical location for an entity is an establishment. even though that location may be owned by a
different establishment. Thus. the numbers given may reflect inflated numbers of businesses in this category,
including the numbers of small businesses. In this category. the Census breaks-out data for firms or companies only
to give the total number of such entities for 1997, which were 1.089.

"% US. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. *'Industry Statistics by
Employment Size." Table 4. NAICS code 334220 (issued Aup. 1999).

14, Table 5.

0 Office of Management and Budget. North Americun Industry Classification System 308 (1997} (NAICS code
3342100

gL
T ACFR.§ 121200 NAICS code 3342140,
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Bureau data for 1997.1here were 598 establishments in this category that aperated for the entire year.™"’
Of these. 574 had employment of under :.000. and an additional 17 establishments had employment of
1.000 to 2.499. Consequently. we estimate that the majority of these establishments are smiall entities that
may be affected by our action.

206.  Semiconductor and Related Device Manufacturing. These establishments manufacture
“computer storage devices that allow the storage and retrieval of data from a phase change. magnetic,
optical. or magnetic/optical media.”*”* The SBA has devrloped a small business size standard for this
category of manufaciuring: that size standard is 500 or fewer employees.™ According to Census Bureau
data for 1997. there were 1.082 establishments in this category that operated for the entire year."™ Of
these. 987 had employment of under 500. and 52 establishments had employment of 500 to 999.

207.  Compuier Storage Device Manufaciuring.  These establishments manufacture “computer
storage devices that allow the sicrage and retrieval of data from a phase change. magnetic. optical. or
magnetic/optical media.””” The SBA has developed a small business size standard for this category of
manufacturing: that size standard is 1.000 or fewer employees.™® According to Census Bureau data for
1997. there were 209 establishments in this category that operated for the entire vear.™®" Of these. 197
had employment of under 504. and eight establishments had employment of 500 to 999.

D. Description of Projected Reporting, Recordkeeping and Other Compliance
Requirements

208.  Should the Commission decide to adopt any funher regulations to ensure that all
providers of telecommunication services meet consumer protection needs in regard to CPNI. including the
security of the privacy of customer information stored in mobile communications devices. the associated
rules potentially could modify the reporting and recordkeeping requirements of certain
telecommunications providers. We could. for instance. require that telecommunications providers require
funher customer password-relaled security procedures to access CPN1 data.”™ We could also require
telecommunications providers to track customer contact through the use of audit trails or to limit their
retention of data related to CPN1.*"" Additionally. we could require additional physical safeguards be
implemented to protect the transfer of CPNI.*™ Further, we could require telecommunications providers
and/or manufacturers to configure wireless devices So consumers can easily and permanently delete

%3 p.s. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. “Telephone Apparatus

Manufacturing.” Table 4. NAICS code 334210 (issued Sept. 1999).

564 U.S. Census Bureau. “2002 NAICS Definitions: 3344 13 Semiconductor and Related Device Manufacturing”
(Feb. 2004) «<www census.govs>.

%5 13 C.F.R. § 121.201, NAICS code 334413.

* 1.8. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. *Semiconductor and Related
Device Manufacturing .“Table 4. NAICS code 334413 (issued July 1999).

%7 U.S. Census Bureau. “2002 NAICS Definitions: 334112 Computer Storage Device Manufacturing” (Feb. 2004)

<www.census_gov>.
68 13C.F.R.§ 121.201. NAICS code 334112.

**'U.S. Census Bureau. 1997 Economic Census. Industry Series: Manufacturing. “Computer Storage Device
Manufacturing.” Table 4. NAICS code 334112 tissued July 1999).

" See Further Notice ut para. 68,
V! See Further Notice at paras. 69. 71

. See Fusther Notice a1 paa 70
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personal information from mobile cammunications devices.”  These proposals may impose additional
reporting and recordkeeping reguirements on entities. Also. we seek comment on whether any of these
proposals places burdens on small emities.”™ Entities. especially small businesses. are encouraged 1o

quantify rhe costs and benefits or any reporting requirement that may be established in this pi-oceeding.

E. Steps Taken to Minimize Significant Economic Impact on Small Entities. and
Significant Alternatives Considered

209. The RFA requires an agency to describe any significant alternatives that it has considered
in reaching its proposed approach. which may include (among others) the following four alternatives:
(1) the establishment of differing compliance or reponing requirements or timetables that take into
account the resources available to smal] entities: (2} the clarification. consolidation. or simplification of
compliance or reporting requirements under the rule for small entities: (3) the use of performance. rather
than desﬁi%n. standards: and (4) an exemption from coverage of the rule. or any pan thereof. for small
entives.””

210.  Thr Commission’s primary ohjective is t0 secure the privacy of customer inf--mation
collected by telecommunications carriers and stored in mobile communications devices. We ek
comment on the burdens. including those placed on small carriers. associated with related Commission
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rules and whether the Commission should adopt different requirements for small businesses.’

F. Federal Rules that May Duplicate, Overlap, or Conflict with the Proposed Rules

211. None.

57 See Further Notice at para. 12.

5 See Further Notice at paras. 68-72.
5 U.S.C. § 603(c).

570 see Further Notice at paras. 68-72.
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STATEMENT OF
CHAIRMAN KEVIN J. MARTIN

Re: Jmplementation of the Telecommunicarions Act of 1996: Telecommunications Carriers” Use of
Customer Proprieiary Netwoirk Inforination and Other Cusienmer Information: 1P-Enabied Services.
Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

The unauthorized disclosure of consumers™ private calling records is a significant privacy
invasion. Today. the Commission significantly strengthens the Commission’s existing safeguards and
takes a strong approach to protecting consumer privacy.

The Commission has taken numerous steps to combat these alarming breaches of the privacy of
consumers* telephone records. We investigated so-called “data brokers“ to determine how they are
obtaining this information. and levied forfeitures against companies that failed to respond to our
subpoenas and requests for information. We also investigated telecommunications carriers to determine
whether they had implemented appropriate safeguards. and issued Notices of Apparent Liability against
carriers that failed to comply with the Commission’s rules.

The Order we adopt prohibits carriers from releasing over the phone sensitive personal data. cali
detail records. unless the customer provides a password. requires providers to notify customers
immediately when changes are made to a customer‘s account and requires providers lo notify their
customers in the event of a breach ofconfidentiality. Service providers also must annually centify their
compliance with these regulations. inform the Commission of any actions they have taken against data
brokers. and provide a summary of the complaints they receive regarding the unauthorized release of
CPNI. Today’s action also ensures that law enforcement will have necessary tools to investigate and
enforce illegal access to customer records.

While we work to create an environment in which market forces can thrive, the Commission must
also act to protect consumers. With its strong approach to safeguarding consumer privacy, this item does
just that. In particular, this item requires express consumer consent before a carrier may disclose a
customer’s phone records to joint venture partners or independent contractors for the purposes of
marketing communications services. The former “opt-out” approach to customer consent, whereby a
carrier may disclose a customer’s phone records provided that a customer does not expressly withhold
consent to such use. shifted too much of the burden 1o consumers, and has resulted in a much broader
dissemination of consumer phone records. The “opt-in” approach adopted in this Order clearly is
supported by the record, is consistent with applicable law, and directly advances our interest in protecting
customer privacy.

Compliance with our consumer protection regulations is not optional for any telephone service

provider. We need to take whatever actions are necessary to enforce these requirements to secure the
privacy of personal and confidential information of American customers.
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STATEMENT OF
COMMISSIONER MICHAEL J. COPPS
APPROVING IN PART, DISSENTING IN PART

Re: Implementarion of rhe Telecommunicarions Act of 1996: Telecommuaications Curriers’ Use of
Customer Proprietary Network Informarion and Other Customer Information; I1P-Enabled Services.

Report and Order and Further Notice of Proposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

Few rights are as fundamental as the right (o privacy in our daily lives. but this cherished right
seems under almost constant attack. As recent abuses by unscrupulous data brokers and others illustrate.
the Commission's existing customer proprietary network information (CPNI)rules have not adequately
protected individual privacy. Recognizing the seriousness of the threat. Congress recently made
pretexting a federal crime. Now it is time for the Commission to step up to the plate and update its rules

to protect consumers from the dangers that portend when personal information is turned over to telephone
carriers.

Today we take action to protect the privacy of American consumers by imposing additional
safeguards on how telephone carriers handle the vast amount of customers' personal information that they
collect and hold. We require passwords before call detail information is released over the phone. We
require carriers to provide notice to customers when changes occur to their accounts. Very importantly,
we require carriers to obtain prior consent from their customers before providing personal information to
their joint venture partners and independent contractors. My personal preference remains that a
customer's pi-ivate information should never be shared by a carrier with any entity for marketing purposes
without a customer opting-in to the use ¢f his or her personal information. But teday’s order strikes an
acceptable balance - a balance that will give consumers more confidence that their personal data will not
be shared with certain third parties with whom the carriers have attenuated oversight. In 2002 1 disagreed
with the Commission's decision ot to implement opt-in requirements for the use of consumers’ personal
information. In light of recent and well-documented abuses of consumer privacy. this recalibration of our
rules is the least that we should do, and T very much appreciate the Chairman's willingness to take these
important steps.

There is one aspect of this order, however, from which I must respectfully dissent. The
Commission adopts a process by which customers could be left totally uninformed of unauthorized access
to their CPNI for 14 days after a carrier reasonably determines there has been a records breach. Worse,
the FB1 and the U.S. Secret Service would have the ability to keep victims of these unauthorized
disclosures in the dark even longer, perhaps indefinitely. As some have described it, it is akin to not
telling victims of a burglary that their home has been broken into because law enforcement needs to
continue dusting for fingerprints.

While | have always recognized the legitimate interests of law enforcement to be notified when
there has been unauthorized access to a customer's CPNI, T also believe that consumers need to know
when their private information has been accessed. There may be circumstances in which a delayed
notification regime would be reasonable. for example, when an investigation of a large-scale breach of a
database might be compromised because mass notification via the media is required. The Commission,
however. adopts a rule that. in my opinion. is needlessly overbroad. It fails to distinguish those exigent
circumstances in which delayed notification is necessary from what 1 believe to be the majority of cases
in which immediate notification to a victim is appropriate. | continue to believe that notification to the
victim of unauthorized access to their pel-zonal information will often actually aid law enforcement
because the violator is frequently comeone well known 1o the victim. If an unauthorized individual has
eained access o personal (elephone records imvolving victims of ©alking or spousal vielence. it won't be
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the carrier or the law enforcement agency — hut the victims - who ai-e in the best position 1o know when
and how harm may be heading toward them.

Given the scope of the procedures adopted here - procedures which pi-e-empl state consumer
privacy protections to the exient that they require immediate notification to consumers when their privacy
has been violated - the delayed notification proposal would have benefited from greater scrutiny and
analysis. particularly with respect to law enforcement's apparent unfettered ability to extend the period of
non-notification. This seems especiaily important given the recent and treubling report by the Justice
Department’s own Inspector General raising serious questions as to whether the FBI properly followed
the law in obtaining access to the telephone records of thousands of consumers. Our approach here
requires more halance than the instani item provides.

Finally, while we make positive strides today. | look forward to taking prompt action on the
proposals in the Further Notice regarding additional passwords. audit trails and data retention limits.

When the stakes for misuse of our personal information are so high. the Commission must continue to be
extraordinarily vigilant to ensure that the privacy of consumers is protected.
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STATEMENT OF
COMMISSIONER JONATHAN S. ADELSTEIN
APPROVING IN PART, DISSENTING IN PART

Re: Implemeniation of the Telecommunications Act of 1996: Telecommunications Curriers' Use of
Customer Proprietury Network Informarion and Other Customer Information: 1P-Enabled Services:
Report and Order and Furither Notice of Proposed Rulemaking. CC Docket No. 96-1 IS and WC Docket
No. 04-36

Through this proceeding. we address an issue of immediate personal importance to American
consumers. the pi-otection of sensitive information that telephone companies collect about their customers.
This information can include some of the most private personal information about an individual. and
failure to safeguard it can result in highly invasive intrusions into both the personal and professional lives
of consumers. When someone gets hold of who you are calling. and for how long. it is like letting
strangers pick your brain about your friends. plans or business dealings. So0.1am pleased 10 support
much of this Order. which takes meaningful steps to shut off the information drain that has left so many
cuslomers exasperaled.

Congress recognized the sensitivity of this information in the Telecommunications Act of 1996
when i1 prehibiled phone companies from using or disclosing customer proprietary network information
without the customer's approval. It charged the Commission with enforcing this privacy protection and
the Commission previously adopted a set of rules designed to ensure that telephone companies have
effective safeguards in place.

Today's action comes in response to the chorus of evidence detailing the need for greater privacy
measures. Indeed. this proceeding flows from a petition filed by a watchful public interest group. the
Electronic Privacy Information Center (EPIC). which alened the FCC during the summer of 2005 to the
troubling trend of telephone call records being made available on the Internet without customers'
knowledge or consent. As EPIC then made clear to the Commission and as the record to this proceeding
has borne out. disclosure of these records is far more than a mere annoyance: indeed, it can lead to tragic
consequences.

So, our efforts here to strengthen our rules are critical and time sensitive. This Order takes
several important steps tighten our rules and provide greater security for sensitive consumer records.
Requiring more rigorous customer authentication, giving customers notice of account changes, and
applying a more consumer-friendly approach to sharing of customer data should all serve te improve
customers control over their private data. As documented by EPIC, the sheer volume of customer
information illegally available for public consumption made clear just how porous the existing firewalls
and safeguards have been. At the same time, the Commission strikes a balanced approach in this Order,
giving consumers greater ability to control their own information while also giving companies a degree of
flexibility in how they implement safeguards. In this regard, | would like to thank Chairman Martin and
the Wireline Competition Bureau for their attention to this item. Their extra work to fine tune the rules
we adopt here will surely improve their functioning for consumers and providers alike.

Although much of this Order does exactly what Congress contemplated - putting the custemer in
control - there is one critical aspect where this Order falls short. Despite the Order's conclusion that
customers should have notice of unauthorized disclosure of customer information. this Order set up a
pi-ocess which can result in the unnecessary and even indefinite delay of cansumer notification withou!
any accountnhility. Under these rules. ihe Commission gives the Federal Bureau of Investigation a
potentially open-ended ability to delay customer notification of security breaches, While 1 expect that the
FBI will work ax quickly as possible 1o identify anyv investigative issues. | {ind no staiviory hasis in (he
Actlor grantuing the FBI @ blank check to delay notice to customers. | can understand the need lor delay
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in extraordinary circumstances identified hy law enforcement. but automatic delays coupled with
unlimited and unchecked extensions are not appropriate. Particularly given that timely notice to

consumers may he essential for those cusiomers to take protective action. 1must dissent from this portion
oi the Order.

Finally. even as we work here to improve our rules and as Congress considers additional
safeguards. we must also re-double our efforts to address abuses of this private information. Swift

enforcement action against companies that are violating our rules will he essentiat if we are 10 live up to
our duty under the Act to protect customers™ sensitive and private information.
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STATEMENT OF
COMMISSIONER DEBORAH TAYLOR TATE

Re: Implementarion of the Telecommumnications Act 0of 1996: Telecommunications Carriers’ Use of
Customer Proprietary Network Information arid Other Customer Information: 1P-Enabled Services,
Report and Order and Further Notice oF Proposed Rulemaking. CC Docket No. 96-115 and WC Docket
No. 04-36

| have said time and again that the brokerage of personal information - whether it be personal
identity, financial records. or a list of phone calls - is intolerable. "*Pi-elexling'*is nothing more than
stealing: robbing consumers in a variety of slick ways of their most personal information. Indeed the law
places a duty on telecommunications providers to protect this information and today. we take important
sleps to hetter secure private customer telephone records.

While | generally prefer market-based solutionsio government intervention, 1 agree with my
colleagues that the widespread actions of pi-eiexters to obtain this type of personal customer information
from carriers. required this action on our part.

1 fully suppon strict requirements governing treatment of this sensitive data. However, | hope
that the hi-ond scope of our actions will not impact the abilitv of hoth companies and consumers to benefit
from marketing information which may lead io lower pi-ices or competitive bundled packages. An
approach limiting the very strict "opt-in" obligations only to call detail records niay have cured the
problem at hand in a less burdensome manner.

In the end. howevei-. customer privacy must take pi-rcedence. | am pleased that the rules we
adopt today will go a long way towards closing off the avenues that information snatchers have
repeatedly used to violate ihe privacy of consumer phone records.
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STATEMENT OF
COMMISSIONER ROBERT M. McDOWELL

Re: Implementation of the Telecommmications Act of 1996: Telecommunications Carriers” Use of

Customer Proprietary Network Information and Other Customer Information; 1P-Enabled Services,

Report and Order and Further Netice of Proposed Rulemaking. CC Docket No. 96-1 1S and W C Docket
No. 04-36

Pretexting has become the biggest threat to consumei- security in the Information Age. Today's
action further enhances the Commission’s ability to protect consumers from these advanced fraudulent
practices hy strengthening our existing rules. Among the new requirements imposed on carriers. the
decision prohibits carriers from releasing call detail information during customer-initiated telephone calls
except when the customer provides a password. It also pi-ecludes carriers from disclosing CPN1 to
independent contractors and joint venture pariners without the customer's specific consent. and requires
carriers to notify customers of all account changes and unauthorized disclosures of CPNI.

We must take all necessary sieps to protect unauthorized disclasure of this sensitive data. keeping
in mind that pretexters ai-e constantly trying new techniques to defraud consumers. In view of the
pretexters’ malevolent intent. the Commission will vigitantly pressure carriers (o take precautions to stay
ahead of the pretexters. However. our rules should strike a careful balance and should also guard against
imposing over-reaching and unnecessary requirements that could cause unjustified burdens and costs on
carriers. In the spirit of finding that balance. the Further Notice seeks comment on possible additional

pi-otections against. unauthorized disclosure of CPNI. | look forward to reviewing the comments on those
pi-oposals,
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